Stop Chat Phishing Scams Phriendly

pJ Spot suspicious messages. phishing

Verify the sender. Report the attempt.

Could
these P Spot the warning signs
messages
be fake? Unusual sign-in activity detected. IMPERSONATION

Please verify your account
immediately using the following link:

<

Pause, check & report

SCAN FOR S.C.A.M.

Check the Sender, Content, Action
and Manage the message safely.

Claims to be IT, HR, a senior leader or
a colleague.

Verify Account

Type a new message

< UNEXPECTED MESSAGE DO NOT ACT STRAIGHT AWAY

r\ People & Culture Comes from someone you do not
& peopleanceutturesecure co recognise or were not expecting.

Pause before replying, clicking,
approving or sharing information.

Please provide an urgent update on

the employee status report. URGENCY OR PRESSURE

Access the report using the following:
View Report Pushes you to act quickly, approve

something or keep it quiet.

VERIFY THROUGH A TRUSTED CHANNEL

Use known contact details or an approved
internal process to check unusual requests.

Type a new message
) g

SUSPICOUS LINKS OR FILES NEVER SHARE PASSWORDS OR MFA CODES

<
@ CcEo Asks you to verify an account, reset a
& ceo@secure.com password or open a document.

These should not be shared through chat.

Urgent: | need your assistance to
approve a multi-factor authentication REQU ESTS TO MOVE CHANNELS

(MFA) request. It's important to
do this immediately to ensure Asks you to switch to personal email,

Approve MFA Request SMS or another app.

REPORT SUSPICIOUS ACTIVITY

Use your organisation’s usual
reporting process.

Type a new message

Chat phishing uses workplace messaging tools to impersonate trusted people and pressure employees into acting before checking.

See something suspicious? Pause and report it.
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