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YOUR GUIDE TO STAYING SAFE
THIS HOLIDAY



Cyber Tips 

Scammers are on the hunt these holidays, here are helpful tips on how to
keep you and your community safe. 

Our cyber bunnies have uncovered tips to stay safe and they've hopped
down the rabbit hole, so you don’t have to. Click each egg for an essential

cyber tip!



VERIFY BEFORE YOU CLICK:
PROTECT YOUR DATA FROM SCAMMERS

Scammers love using giveaways, fake holiday deals,
free hampers and egg hunts to lure victims. 

If it looks too good, it probably is! 

Always verify links and offers directly from the official
website—don’t let scammers nibble away at your
data. 

QR Code Scam Awareness Tips here. 1
For illustrative purposes only

https://insight.phriendlyphishing.com/hubfs/Campaigns/Scammers%20on%20the%20Hunt%202025/QR%20Code%20Scams%202.pdf


OUT OF OFFICE

GONE ON

EASTER BREAK
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SECURE YOUR OUT OF OFFICE
MESSAGES
Sharing your holiday countdown online might seem
harmless, but cyber criminals love knowing when your
home is empty or that you are away from the office.

Tips for OOO Messages:
Don't share personal info, phone number, or location.
Use a general email or number for responses.
Keep internal structure private to prevent
exploitation.

Keep your travel plans offline until you’re back, and make
sure your OOO message doesn’t give too much away.



SECURE YOUR PAYMENTS

From expensive fake listings to ‘too good to be true’
travel deals, scammers set traps for eager
holidaymakers. 

When booking accommodation or shopping for
holiday gifts, stick to trusted platforms, check for
secure payment options, and be wary of last-minute
‘too good to be true’ offers. 3



Downloading a game to keep the kids
entertained? Beware of eggsploits! Malicious apps
steal data, deliver malware, or rack up hidden
charges. Stick to official app stores, check reviews,
and be mindful of permissions.

📌 Example: A ‘free’ Easter puzzle game asks for
access to your contacts and messages sounds
suspicious to us!

BEWARE OF MALICIOUS 
APPS: PROTECT YOUR KIDS AND DATA
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