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General Security Role-Based Role-Based Role-Based Role-Based

Fraud Fundamentals OWASP Insecure OWASP Security OWASP Vulnerable & OWASP Identification
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Components Failures

Role-Based Role-Based Role-Based Government Government
A | Al E=2 e ettt Guidelines Guidelines

7 - e
. \
v .
/ oty \
3 - . .
o |
i i i

OWASP Software & OWASP Security OWASP Server-Side Safeguarding Fraud Controls (NZ)
Data Integrity Logging & Monitoring Request Forgery Australian Research
Failures Failures against Foreign
Interference
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PRIVAC

Adaptive Scan for SCAM Intermediate Misinformation & The Victorian Privacy The Victorian
SCAM Game Disinformation & Data Protection Act Protective Data
(Clippy World) Security Standards
Government General Security General Security Role-Based Government
Guidelines Clgs - Qs Guidelines
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NSW Privacy & Ransomware Tactics Secure Online Ransomware The Victorian Public
Personal Information Shopping Controls Sector Protective
Protection Act Marking Scheme
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Role-Based Role-Based

PSPF:
Risk Management

Role-Based

Industry-Based Phishing Evolution

PSPF:
Technology Security

Incident Management PSPF: Risk PSPF: Technology Cyberbullying — Be Al-Powered Scams
(NZ) Management Security Nice on the Net

Role-Based General Security

General Security

S.C.A.M. Series General Security
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Phish Finder How to Spot a MitM & AitM Attacks CyberIT MitM & AitM Safe Use of
Deepfake Attacks CAPTCHA
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FY25 | NEW DARKNET CHRONICLES & 5

[V
X Unmasking the Dark Side: A New Digital Storytelling Experience

l The world of cybercrime is more intricate and dangerous than ever
before-but what if you could walk through it, step by step, as clues are
7 pieced together to solve the most chilling real-life cases?

; J — Phriendly Phishing has released a collection of true cybercrime episodes:
= - . The Darknet Chronicles, a groundbreaking series that fakes you inside the
’ “ investigation of true cybercrimes. From hacking syndicates to identity theft
HiE --:'-T rings, our gripping episodes tell the stories of high-stakes cases.

True Cybercrime True Cybercrime True Cybercrime True Cybercrime
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Operation Elbrus Operation Dawson CrowdStrike Outage Ransomware in the The Al Deepfake
Courts Swindle
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FY25 | NEW PODCASTS
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Episode 1

Social Proof in the Age
of Al

Bring back stranger danger!

Podcast Hosts: Benji Zorella &
Rebecca Caldwell

much more...

Episode 2

Legal Considerations
of Al

Where do legal and security
considerations meet?

Guest: Chris Sibree, Head of Legal
CyberCX

Explore the complicated world of cyber security as
our hosts Bec and Benji, chat to deep domain
experts and delve into the trends of social
engineering, phishing, Artificial Intelligence (Al),
ransomware, accessibility in cyber security -and so

Episode 3

Day in the Life of an
Ethical Hacker

How weak is your security really?

Guest: Liam O’Shannessy, Security
Testing & Assurance (STA),
CyberCX




Episode 4

Cyber Attacks and
Digital Forensics Incident
Response (DFIR)

How do you investigate a cyber
crime?

Guest: Nick Klein, Executive
Director Cyber Resilience, CyberCX

Episode 7

Increasing Threat of
Cyber Warfare

How is cyber-warfare changing
conflicts?

Guest: Katherine Mansted,
Executive Director

Cyber Intelligence,
CyberCX

Episode 10

Futureproofing a

Profession
Intellectual property in an Al
equipped digital age

Guest: Dr Mitchell Adams,
Director of Swinburne Law School
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Episode 5

Ransomware & Cyber

Extortion
Don’t panic and dismay. Think
before you pay!

Guest: Alastair MacGibbon,Chief
Strategy Officer, CyberCX

Episode 8

Turning a Vision into
Reality:

Lessons from Building a
Grassroots Cyber Security
Organisation

Guest: Jacqui Loustau, Executive
Director of the AWSN

Episode 11

Cyber Security’s Place in
Society: A Shared
Responsibility

United in Knowledge, Stronger in
Security.

Guest: Nikki Peever, CAUDIT and
Claire Wilson, The University
of Queensland

Episode 6

Accessibility in Cyber

Security
How do you transform
Compliance to Culture?

Guest: Lisa Vincent, Founder &
CEO HowToo

Episode 9

Why You Need Cyber
Security Awareness
Month

Podcast Hosts: Benji Zorella &
Rebecca Caldwell

Episode 12

Navigating the Data

Breach Epidemic
What are the consequences of
‘being pwned’?

Guest: Troy Hunt, Founder & CEO
haveibeenpwned.com
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S.C.A.M. 1 S.C.A.M. 2 S.C.AM. 3 General Staff S.C.A.M. 1
Fundamentals Identification Application Security Awareness Fundamentals

elle Viethamese Viethamese

S.C.AM. 2 S.C.AM.3 General Staff S.C.AM. 1 S.C.AM. 2
Identification Application Security Awareness Fundamentals Identification




FY25 | NEW TRANSLATED COURSES

Viethamese Bahasa Indonesia Bahasa Indonesia Bahasa Indonesia

A

S.C.AM. 3 General Security S.C.A.M. 1 S.C.AM. 2 S.C.AM. 3
Application Awareness Fundamentals Identification Application

General Staff
Security Awareness
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Content Update Content Update Content Update Content Update Content Update
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- o Security Governance Information Security Personnel Security

Protective Security
Policy Framework
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Personal Information PSPF - PSPF - Security PSPF - Information PSPF - Personnel
Understanding the Governance Security Security
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PSPF - Physical PSPF - Suite Payment Card New Zealand Privacy Secure by Design
Security Industry Data Act
Security Standard
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Mobile First Version

QR Code Scams

Pseudocode Version

OWASP Insecure
Design
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OWASP Security
Misconfiguration
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Authentication
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OWASP Software &
Data Integrity
Failures

Pseudocode Version
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OWASP Security
Logging and
Monitoring Failures

Pseudocode Version
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OWASP Injection

Pseudocode Version
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OWASP Server-Side
Request Forgery



FY25 EMAIL RECAP

NEW EMAILS OVERALL

Taking our total base email template library to 1185.
Note: The use of dynamic variables makes our library
infinite in its usability.

NEW EMAIL DOMAINS

To continue challenging learners with
real-world scam scenarios.

WWWwW.

pd

NEW CREDENTIAL CAPTURE
EMAILS

Establishes a safe space to evaluate and

NEW QR CODE EMAILS

Trains employees to recognise and respond to
QR-based attacks which is on the rise due 1o

strengthen an organisation’s resilience increased usage, ability to bypass security filters,
against the significant rise in credential user frust, mobile vulnerabilities, and advanced

theft attacks. phishing tactics.

a» 83




FY25| NEW EMAIL TEMPLATES

TOP CLICKED: FY25

BRANDED

Email Template Name

Level %CITR

Emails
sent

UNBRANDED

Email Template Name

Level

7CITR

Emails
sent

DocuSign Signature 54.90% | 7,420 International Women's Day - No Logo 3 68.25% | 33,770
Amazon sign in (Easy) 54.65% | 17,773 Calendar Invitation V2 / 65.92% | 14,396
New Zealand - Employment New Zealand 54.53% | 8,652 Representing our company through social media 7/ 65.12% | 14,218
Meta: Suspicious Activity 54.43% | 7,594 Bank Invoice 4 63.00% (19,782
DocusSign Signature (QR Code) 52.72% | 837 Detected unauthorised USBs used at workstation 4 62.06% | 9,935
JB-HiFl Boxing Day Sale 51.99% 16,132 TheFileShareCompany - file has been shared V4 58.93% | 15,085
XRef Request Australia 51.73% 19,710 *REQUIRED* OHS Training Module (Easy) 4 58.64% | 1,481
Office of Taxation - Requirements in Australia 51.26% | 675 FW: Missing Dog! V2 6 57.03% | 9,444
DocuSign: Action Req: Revised Employment Contract 50.86% | 6,455 Pay Advice 2 57.03% | 45,269
Google - Updated Org Chart shared with you 50.26% | 5,151 C-Suite: Employee Whistleblower Report (ND) 8 56.09% | 1,302







